
Policy Committee Meeting Agenda 
Thursday, September 27, 2012 

10:00am   
District Mail Room - New Location (across from District Conference Room) 

 
 

1. Call to order 
 

2. BYOD Bring Your Own Device 
Policy 237 Use of Personally Owned Electronic Policy 815 Electronic Communication AR 815 
Electronic Communication 

 
3. Policy 203.2 HIV Infections 

 
4. AR 816  Cameras on the Bus 

 
5. Adjourn 

 





















NEW HOPE-SOLEBURY SCHOOL DISTRICT 

 

ADMINISTRATIVE GUIDE POLICY 815 

 

Use of electronic methods of communication by District employees is permitted and encouraged 

where such use is suitable for business purposes and supports the goals and objectives of the 

District and its business units. Electronic communication is to be used in a manner that is 

consistent with the District's standards of business conduct and as part of the normal execution of 

an employee's job responsibility.  

It is unacceptable to: 

1. Purposefully send or receive or attempt to send or receive electronic communications 

unrelated to business activities. 

2. Purposefully send or receive or attempt to send or receive any material that is obscene or 

defamatory or that may be perceived as annoying, harassing or intimidating to another 

person.  

3. Send or attempt to send a communication anonymously or in any manner so as to 

disguise the identity of the actual sender.  

4. Represent personal opinions as those of the District.  

5. Upload, download or otherwise transmit commercial software or any copyrighted 

materials belonging to parties outside of the District, or the District itself.  

6. Reveal or publicize confidential or proprietary information which includes, but is not 

limited to financial information, databases and the information contained therein, 

computer network access codes, and business relationships. 

7. Disclose personally identifiable information related to a student, except in strict 

accordance with Board Policy and the Family Educational Rights and Privacy Act and 

the regulations promulgated there under. 

8. Use any District computer for personal business such as on-line shopping, affinity group 

participation, etc. 

9. Use any instant messaging system on any District computer or through the District’s 

network. 

10. Use social networking sites on any District computer or through the District’s network 

unless for a clear educational purpose. 

11. Communicate with students or parents of students with whom the employee has a 

professional relationship through social networking sites outside of the workplace. 

12. Use of any District computer to facilitate or participate in blogging, unless used for a 

clear educational purpose and otherwise consistent with law and Board policy. 

13. Use any District computer to participate in or facilitate chat rooms unless used for a clear 

educational purpose and otherwise consistent with law and Board policy. 

14. Use personal email accounts, telephone text messaging and social networking sites to 

communicate with students.  The use of District approved text messaging sites that do not 

utilize one-to-one messaging or reveal personal phone numbers, such as Remind101, is 

permitted. 

15. Use personal email accounts, telephone text messaging and social networking sites to 

communicate with parents of a student that the employee teaches regarding matters 

related to the student’s education.  All such communications are to be sent through 

District channels. The use of District approved text messaging sites that do not utilize 

one-to-one messaging or reveal personal phone numbers, such as Remind101, is 

permitted. 



16. Downloading of files, games, music or video, unless, for a clear educational purpose, and 

always in accordance with copyright and Fair Use Guidelines. 

17. Sharing district passwords with or allowing password to be used by, anyone else. 

 

 

Electronic Communication Best Practices  

These standards apply to employees regardless of whether they are using the District’s facilities.  

1. All electronic communication should follow the same formality as a business letter. 

It should be treated as a formal document with proper business standards being 

followed. Spelling, grammar and punctuation should be checked.  

2. The District encourages users to: 

a. Use file compression techniques or alternative methods to send large 

documents.  

b. Create folders for received and sent messages.  

c. Use folders to save important information but make it a regular habit to 

review all folders and delete the old or out-dated material.  

d. Delete unimportant messages as you read them.  

e. Archive effectively - use folders and delete any messages you no longer need  

3. Employees are advised never write anything in an electronic communication that 

the employee would not want to become public knowledge. 

4. Employees need to realize that by participating in social networking sites, blogging 

or creating other publications on line outside of the workplace, such postings can 

constitute and can be linked to unprofessional behavior.  Employees also need to be 

aware that even information and images posted at restricted access levels may be 

accessed by and/or disseminated to others, including the District.  Employees may 

not post materials that would disclose educational records or confidential 

information of students or allow such information to be linked or related to posted 

information.   

5. Keep electronic communications brief and use meaningful subject lines.  

6. Re-read messages before sending to check for clarity and to ensure the 

appropriateness of its contents.  

7. Use CC and BCC appropriately: only CC in people that really need to receive the 

email.   

8. Never reply to spam.  
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No.  815 

 

SECTION: OPERATIONS 

 

TITLE: ELECTRONIC 

 COMMUNICATION, 

 EQUIPMENT, AND SYSTEMS 

 

ADOPTED: August 5, 2002 

 

REVISED: December 21, 2009 
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 815.  ELECTRONIC COMMUNICATION, EQUIPMENT, AND SYSTEMS 

 

1. Purpose 

 24 P.S. 

 Sec. 510 

 

The purpose of this policy is to establish guidelines for the acceptable use of 

electronic communications, networks, Internet tools, messaging agents, computers 

and other electronic devices and electronic facilities provided by or through the 

district (hereinafter referred to as “Network Resources”), and for using electronic 

communication when the district’s facilities are not in use. 

 

 Worldwide access to information is radically changing our world and 

communication systems. A computer network, linked to the Internet, represents a 

powerful educational resource unlike anything that precedes it. The Board supports 

use of the Internet and other computer networks in the district’s instructional and 

operational programs in order to facilitate learning, teaching and daily operations 

through interpersonal communications as well as through access to information, 

research and collaboration. 

 

 For instructional purposes, the use of Network Resources shall be consistent with the 

curriculum adopted by the district as well as the varied instructional needs, learning 

styles, abilities, and developmental levels of students. 

 

 

 

 

 

 

 

 

2.  Definitions 

Further, the New Hope-Solebury School District requires that investments be made 

in technology infrastructure and equipment to maximize their usefulness. The need 

for hardware upgrades generally occurs well before the systems become unusable or 

obsolete. To mitigate this effect, the district has developed a Computer Migration 

and Upgrade Plan. 

 

 

Child Pornography - Under federal law, this term means any visual depiction, 

including any photograph, film, video, picture, or computer or computer-generated 

image or picture, whether made or produced by electronic, mechanical, or other 

means, of sexually explicit conduct, where: 

1. The production of such visual depiction involves the use of a minor engaging 

in sexually explicit conduct;  

2. Such visual depiction is a digital image, computer image, or computer-
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generated image that is, or is indistinguishable from, that of a minor 

engaging in sexually explicit conduct; or  

3. Such visual depiction has been created, adapted, or modified to appear that 

an identifiable minor is engaging in sexually explicit conduct.  

Under Pennsylvania law, the term means any book, magazine, pamphlet, slide, 

photograph, film, videotape, computer depiction or other material depicting a child 

under the age of eighteen (18) years engaging in a prohibited sexual act or in the 

simulation of such act. 

For the purposes of this Policy, Child Pornography includes material/content that 

meets either the Pennsylvania or the federal standard or both. 

District-Owned Devices / District-Owned Technology – Under  this Policy 

includes, but is not limited to, desktop computers, mobile computers or devices 

(including, but not limited to, laptops, netbooks, tablet PCs, etc.), videoconferencing 

capabilities, smartboards, printers, scanners, software, cables, modems, data storage 

devices (including, but not limited to, zip drives, DVDs and CDs, thumb and flash 

drives, external hard drives and CD-Roms, etc.) specialized electronic equipment 

used for students’ special educational purposes, global position system (GPS) 

equipment, District-owned personal digital assistants (PDAs), District-owned cell 

phones (with or without Internet access and/or recording and/or camera/video and 

other capabilities), other District-owned wireless devices, two-way 

radios/telephones, beepers, paging devices, laser pointers and attachments, and 

more. As new technologies emerge, the District will attempt to provide access to 

them. This policy covers any and all NWLSD hardware, software, or other 

technology owned by the District. 

Harmful to Minors - Under federal law, this term means any picture, image, 

graphic image file or other visual depictions that: 

1. Is taken as a whole, with respect to minors, appeals to the prurient interest in 

nudity, sex, or excretion.  

2. Depicts, describes, or represents in a patently offensive way with respect to 

what is suitable for minors, an actual or simulated sexual act or sexual 

content, actual or simulated normal or perverted sexual acts, or lewd 

exhibition of the genitals.  

3. Taken as a whole lacks serious literary, artistic, political, educational or 

scientific value as to minors.  

Under Pennsylvania law, this term means any depiction or representation in 

whatever form, of nudity, sexual conduct, sexual excitement, or sadomasochistic 



815.  ELECTRONIC COMMUNICATION, EQUIPMENT, AND SYSTEMS - Pg. 3 

 

Page 3 of 19 

abuse, when it: 

1. Predominantly appeals to the prurient, shameful, or morbid interest of 

minors.  

2. Is patently offensive to prevailing standards in the adult community as a 

whole with respect to what is suitable for minors.  

3. Taken as a whole, lacks serious literary, artistic, political, educational or 

scientific value for minors.  

For the purposes of this Policy, “harmful to minors” includes material/content that 

meets either the Pennsylvania or the federal standard or both. 

Inappropriate Matter - includes, but is not limited to visual, graphic, video, text 

and any other form of indecent, obscene, pornographic, child pornographic, or other 

material that is harmful to minors, sexually explicit, or sexually suggestive. 

Examples include, taking, disseminating transferring, or sharing obscene, 

pornographic, lewd, or otherwise illegal images or photographs, whether by 

electronic data transfer or otherwise (such as sexting, e-mailing, texting, among 

others). Others include, hateful, illegal, defamatory, lewd, vulgar, profane, rude, 

inflammatory, threatening, harassing, discriminatory (as it pertains to race, color, 

religion, national origin, gender, marital status, age, sexual orientation, political 

beliefs, receipt of financial aid, or disability), violent, bullying, flagging, terroristic 

material, and advocating the destruction of property. 

 

Incidental Personal Use – This term refers to use of the internet by District that 

does not interfere with the employee’s job duties and performance, with system 

operations, or with other system users. Incidental personal use must comply with this 

policy, accompanying administrative regulations, and all other applicable school 

district policies, regulations, procedures and rules, as well as ISP terms, local, state 

and federal laws, and must not damage the school district’s technology. 

 

Minor – This term, for purposes of compliance with the Children’s Internet 

Protection Act (“CIPA”), an individual who has not yet attained the age of seventeen 

(17). For other purposes, “minor” shall mean the age of minority as defined in the 

relevant law. 

Network – The term “network,” for the purposes of this Policy, includes the 

District’s server(s) and any and all access to the information stored thereon, whether 

retrieved through a wired device or wireless access, including the use and/or access 

to the internet or other servers or networks through the District’s server.  The term 

also expressly includes any system linking two (2) or more District-owned electronic 

devices. 
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Obscene - under federal law, analysis of the material meets the following elements: 

1. Whether the average person, applying contemporary community standards, 

would find that the material, taken as a whole, appeals to the prurient 

interest.  

2. Whether the work depicts or describes, in a patently offensive way, sexual 

conduct specifically designed by the applicable state or federal law to be 

obscene.  

3. Whether the work taken as a whole lacks serious literary, artistic, political, 

educational, or scientific value.  

Under Pennsylvania law, analysis of the material meets the following elements: 

1. The average person, applying contemporary community standards, would 

find that the material, taken as a whole, appeals to the prurient interest.  

2. The subject matter depicts or describes in a patently offensive way, sexual 

conduct described in the law to be obscene.  

3. The subject matter, taken as a whole lacks serious literary, artistic, political, 

educational or scientific value.  

For the purposes of this Policy, “obscene” includes material/content that meets either 

the Pennsylvania or the federal standard or both.  For the purposes of this Policy, 

“obscene” shall also include any and all gratuitous nudity or partial nudity without 

social or artistic value or nude/partially nude images that are being accessed for 

prurient purposes, regardless of the image’s intrinsic social or artistic value.  This 

definition shall expressly include all forms of sexting and the sending, viewing or 

possession of nude or partially nude photographs via cell phone, email, internet, 

social media, or other electronic form. 

Sexual Act and Sexual Contact – This term shall be interpreted consistent with 18 

U.S.C. Sec. 2246, and at 18 Pa. C.S.A. Sec. 5903. 

Social Media – The term “social media,” for the purposes of this Policy, includes all 

web-based services that allow individuals to (1) construct a public, semi-public or 

private profile within a bounded system, (2) articulate a list of other users with 

whom they share a connection, and (3) view and traverse their list of connections 

made by others within the system.  Such sites include Facebook and MySpace.  The 

term shall also expressly include all other interactive websites, such as blog sites and 

microblogs (such as Twitter), virtual worlds (such as World of Warcraft, Second 
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Life), video/audio/photo sharing sites (such as YouTube, Flickr, photo upload sites, 

etc.), instant messaging, podcasts, chatrooms and other interactive online forums.  

This term shall also expressly include all non-District email accounts and sites.  This 

term expressly excludes all sites that fall within the definition of “District-Hosted 

Social Media,” below. 

 

District-Hosted Social Media - This term refers to collaborative websites 

that are contained within the District’s web domain (www.allentownsd.org) 

or District-sponsored collaboration sites for which the building or District 

administration has approved and has provided assurance, in writing, that the 

site does not permit collaboration by members of the public outside of the 

school and meets the safety and quality standards and requirements set forth 

in this Policy. 

 

Technology Protection Measure(s) – This includes, but is not limited to, the use of 

a specific technology or specific technologies that block(s) or filter(s) internet access 

to visual depictions that are obscene, child pornography or harmful to minors.  47 

U.S.C. § 254(h)(7)(I); 

24 P.S. § 4606. 

 

Visual Depictions – This term includes undeveloped film and videotape, and data 

stored on a computer disk or by electronic means which is capable of conversion 

into a visual image that has been transmitted by any means, whether or not stored in 

a permanent format, but does not include mere words.  18 U.S.C. § 1460 (b); 18 

Pa.C.S.A. § 2256. 

 

 

 

32. Authority The Director of Information Technology and the Director of Human Resources will 

prepare and promulgate guidelines to implement this policy. 

 

 The electronic information available to students and staff does not imply 

endorsement by the district of the content, nor does the district guarantee the 

accuracy of information received. The district shall not be responsible for any 

information that may be lost, damaged or unavailable when using the network or for 

any information that is retrieved via the Internet. 

 

  

  

 The district shall not be responsible for any unauthorized charges or fees resulting 

from access to the Internet. 

 

 Access to Network Resources shall be restricted to registered users. Registered users 

will be required to sign a “Network User Agreement.” The district may provide 

registered users with internet access, electronic mail, other forms of electronic 

Comment [EG1]: The term “Network Resources” 
requires a definition.   
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communication, electronic file storage and other network resources, subject to the 

limitations and restrictions of this policy and any accompanying administrative 

regulations. 

 

 The district establishes that access to Network Resources is a privilege, not a right; 

inappropriate, unauthorized and illegal use will result in cancellation of those 

privileges and appropriate disciplinary action. Students and staff have the 

responsibility to respect and protect the rights of every other user of electronic 

communications in the district and on the Internet. With the privilege of access to the 

Network Resources come certain responsibilities. Users need to familiarize 

themselves with the responsibilities. Failure to adhere to them may result in the loss 

of NHSSD network privileges. The building administrator shall have the authority to 

determine what is inappropriate use. 

 

 47 U.S.C. 

 Sec. 254 

Prohibited Content 

Users may not access materials that are obscene, contain child pornography or are 

harmful to minors. The following shall also be prohibited:   The Board establishes 

that the following materials, in addition to those stated in law, are inappropriate for 

access by minors: unauthorized chat rooms, sexually oriented chat rooms and e-mail 

exchanges and visuals, texts and sounds that are sexually oriented, and/or obscene, 

pornographic, and extremely violent web sites. This information will be reviewed 

and updated annually. 

 

The building administration shall have the responsibility of determining whether 

content falls within these categories.  Users are encouraged to use common sense 

and good judgment when accessing materials online.  Employees who wish to access 

online content for educational purposes but are not sure whether such content falls 

within the above definitions of “obscene,” “child pornography” or “harmful to 

minors” are required to consult with the building principal. 

 

The dissemination of explicit sexual materials to minors is unlawful and will be 

subject to discipline and possible criminal sanctions.  This includes, but is not 

limited to, obscene materials, as set forth in 18 Pa. C.S.A. 6312. 

 

 

 

3. Delegation of 

 Responsibility 

 20 U.S.C. 

 Sec. 6777 

 47 U.S.C. 

 Sec. 254 

 47 CFR 

 Sec. 54.520 

The Superintendent or designee shall be responsible for implementing technology 

and procedures to determine whether the district’s computers are being used for 

purposes prohibited by law or for accessing sexually explicit materials. The 

procedure shall include but not be limited to: 

 

1. Utilizing a technology protection measure that blocks or filters Internet access 

for minors and adults to certain visual depictions that are obscene, child 

pornography, harmful to minors with respect to use by minors, or determined 

Comment [EG2]: See added language, below.   

Comment [EG3]: Although this section was 
originally placed at this location in the Policy, the 

District may wish to relocate it to the “Guidelines” 
portion of the Policy. 
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inappropriate for use by minors by the Board. 

 

 2. Maintaining and securing a usage log. 

 

 3. Monitoring online activities of minors. 

 

 The district shall make every effort to ensure that electronic resources are used 

responsibly by students and staff. 

 

  

  

 Although the district is aware that the skills required for using a computer network 

and Internet tools are vital to the long-term success of users when they enter higher 

education and the work force, the district also realizes that the Internet is an 

unregulated communication environment in which information changes constantly, 

and that some of this information may be inappropriate for users based on age and/or 

developmental levels. Administrators, teachers and staff have a professional 

responsibility to work together to help students develop the intellectual skills 

necessary to discriminate among information sources, to identify information 

appropriate to their age and developmental levels, and to evaluate and use the 

information to meet their educational goals. 

 

 District educators will take an active role in ensuring that students and their 

parents/guardians are aware of the individual user’s responsibility in using the 

Internet resources in an ethical and educational manner. The district’s goal is to 

provide individual users with the understanding and skills needed to use the Internet 

in ways appropriate to their individual educational needs. 

 

4. Guidelines Equal Fair Access 

 

 Members of the network community shall have access to only those services as their 

rights and permissions allow. Unauthorized attempts to access resources that a user 

does not have permission to access shall be grounds for discontinuation of NHSSD 

network access and disciplinary action. 

 

 No single user should monopolize a computer or the network it uses. If a particular 

users’s activities, although otherwise lawful, are unreasonably obstructing or 

interfering other users’ access to Network Resources, then the Network 

Administrator/Director of IT or building administrator may take appropriate actions 

to limit such user’s access and/or prevent stop the user from obstructing or 

interfering with the access of other users. 

 

 Privacy/Monitoring Notification 

 

 All Network Resources and all communications and information transmitted, 

Comment [EG4]: Note:  This, which is required 
by CIPA, could not occur with a broad “guest 

network” used by students. 



815.  ELECTRONIC COMMUNICATION, EQUIPMENT, AND SYSTEMS - Pg. 8 

 

Page 8 of 19 

received, accessed, stored or otherwise contained in the Network Resources 

provided by or through the district are NHSSD property and are to be used only for 

school-related purposes. Registered users do not have an expectation that 

communications and information that they transmit through, receive through, access 

through or store on Network Resources will remain private from the district. 

 

  

  

  

  

  

  

 In order to ensure proper use of the Networked Resources, the district may monitor 

the use of Networked Resources from time-to-time. This monitoring may include 

accessing and possibly disclosing communications or other information transmitted 

through , received through, accessed through or stored on Network Resources, as 

permitted by the Family Education Rights and Privacy Act (FERPA), regardless of 

whether the user has saved or deleted the communication or information. In the 

event there is reasonable suspicion that a user is using Networked Resources in 

violation of the guidelines stated in this policy, a system administrator or teacher 

may gain access to a student’s private correspondence or files without prior notice. 

System administrators also may need to access private files as part of regular system 

maintenance. 

 

 Use of the District’s network is a privilege, not a right.  All user accounts and 

information are the property of the District.  The District reserves the right to deny 

access at any time to any individual and/or to deny access to prevent unauthorized, 

inappropriate or illegal activities.  The District will cooperate to the extent legally 

required with ISP, local, state and federal officials in any investigation concerning or 

related to the misuse of the District’s network and/or technology.  Except as set forth 

above, registered usersUsers of Network Resources may have an expectation that 

private electronic communications will not be accessed by other users. shall have no 

expectation of privacy on the District’s network.  Anyone attempting to access or 

allowing access to materials that are protected by law will be subject to suspension 

of NHSSD network privileges and possible discipline. 

 

 65 P.S. 

 Sec. 67.101 et seq 

 Pol. 801 

Network users shall be aware that the district is an agency covered by 

Pennsylvania’s Right-to-Know law and e-mails and/or other forms of electronic 

communication may be considered public records under certain circumstances. 

 

 Network accounts shall be used only by the authorized owner of the account for its 

approved purpose. Network users shall respect the privacy of other users on the 

system. 

 

 The district also reserves the right to redirect the electronic communication of staff 
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no longer employed with the district. 

 

 Use By District Employees 

 

 Use of electronic methods of communication by district employees is permitted and 

encouraged where such use is in the furtherance of their job responsibilities and 

supports the goals and objectives of the district and its business units. Electronic 

communication related to the employee’s job responsibilities must be through the 

employee’s registered user account and the district’s Networked Resources, unless 

an emergency precludes such use. .  Electronic communication is to be used in a 

manner that is consistent with the district’s standards of business conduct and as part 

of the normal execution of an employee’s job responsibility. 

 

Employees may use the internet on the District’s network, as well as through 3G/4G, 

hotspot, and other non-network connections, for incidental purposes.  However, 

employees may not access the internet through non-network connections (including, 

but not limited to, 3G/4G connections and hotspots) during instructional time.  All 

non-network use of the internet is limited to incidental personal use and may not be 

used with students or to otherwise bypass the District’s security filters.  All 

education-related and/or District-related web-browsing and/or internet research must 

be through the District’s network.  This includes all employment-related research 

and/or projects/tasks. 

 

 

  

  

  

  

  

  

 Intellectual Freedom And The NHSSD Bulletin Board 

 

 Personal attacks are not an acceptable use of the NHSSD Bulletin Board at any time. 

NHSSD does not officially endorse any opinions stated on the NHSSD Bulletin 

Board. Any statement of personal belief is implicitly understood to be representative 

of the author’s individual point of view, and not that of NHSSD as a whole. 

 

The following shall be prohibited on the NHSSD Bulletin Board: 

Activities and materials which are: 

1. Either expressly or by double entendre, libelous, defamatory, obscene, lewd, 

vulgar, or profane. 

2. Violate federal, state or local laws. 

3. Violate Board policy or district regulations. 

4. Advocate the use or advertise the availability of any substance or material that 

may reasonably be believed to constitute a direct and substantial danger to the 

Comment [EG5]: Note:  Review this section 
carefully with HR and tailor it according to the 

District’s needs.  This specific permissive use is 
generally what most Districts are permitting, 

however, the District could be more restrictive, if it 

so desires, eliminating all incidental, non-District-
related use as well as any non-District (3G or 4G) 

connections.   
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health or welfare of students, such as tobacco, alcohol or illegal drugs. 

5. Incite violence. 

6. Advocate use of force or urge violation of federal, state or municipal law, Board 

policy or district regulations. 

 

The District reserves the right to remove from the NHSSD Bulletin Board any content 

that is in violation] of this Policy. 

 

 

 Copyright 

 

 17 U.S.C. 

 Sec. 101 et seq 

 Pol. 814 

The illegal use of copyrighted software by students and staff is prohibited including 

the placing of copyrighted materials on a server or other storage device that is 

accessible by others. Any data uploaded to or downloaded from the network shall be 

subject to fair use guidelines. 

 

 Additionally, users are not permitted to store copyrighted material on Networked 

Resources in a manner that allows that material to be accessed by individuals other 

than the user. The district may remove or disable access to copyrighted materials 

stored on Networked Resources in violation of this provision. The individual posting 

such materials will be given notice of the disabled access or removal of the file and 

an opportunity to respond to the determination that the posting was in violation of 

this policy and applicable law. 

 

 Limitation Of Liability 

 

 NHSSD makes no warranties of any kind, whether express or implied, for the 

service it is providingregarding the use of the District’s network.. NHSSD will not 

be responsible for any problems suffereddamage or harm to persons, files, data or 

hardware due to the use of the District’s network and/or systems. while on the 

Internet. These problemsThis shall include but are is not limited to loss of data as a 

result of delays or otherwise, nondeliveries, misdeliveries, or service interruptions 

caused by the Internet or users that include errors or omissions. Use of any 

information obtained through the Internet is at the user’s own risk. NHSSD will not 

accept any responsibility for the accuracy of information obtained through the 

Internet.  While the District employs filtering and other safety and security 

mechanisms, and attempts to ensure their proper function, it makes no guarantees as 

to their effectiveness. 

 

 Policy Administration 

 

 NHSSD has implemented an electronic method for tracking student acceptance of 

this and other related policies. Failure to accept the policy will prevent the user from 

accessing network resources. 
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 System Disposals 

 

 Upon the recommendation of the Director of Information Technology, the Business 

Administrator, or his/her designee, shall have the authority to dispose of obsolete 

resources in accordance with Board Policy 706.1. All resources will be formatted to 

ensure that confidential or otherwise protected information is removed from the 

resource prior to disposal. Disposal of hazardous waste will be the responsibility of 

the Maintenance Department and will adhere to state and county guidelines for 

hazardous waste. 

 

 Equipment that does not have sufficient value to resell shall be destroyed. Sufficient 

value to resell must account for storage and moving costs. 

 

 Safety 

 

 To the greatest extent possible, users of Networked Resources will be protected from 

harassment and unwanted or unsolicited communication. Any network user who 

receives threatening or unwelcome communications shall report such immediately to 

a teacher or administrator. Users must, however, be aware that there are many 

services available on the Internet that could potentially be offensive to certain groups 

of users. The administrators of Networked Resources cannot eliminate access to all 

such services, nor could they even begin to identify all of them. Thus, individual 

users must take responsibility for their own actions in navigating the Internet. 

Network users shall not reveal personal information, including phone number, 

address, social security number, birthday, or financial information, to other users on 

the network or other individuals online, including chat rooms, e-mail, Internet, etc.  

Users should recognize that communicating over the Internet allows potential 

perpetrators to interact anonymously with students, which bears associated risks.  

Users should carefully safeguard the personal information of themselves and others. 

Users should never agree to meet in real life, without parental permission, someone 

they initially met online. 

 

Users are expected to take reasonable safeguards against the transmission of security 

threats over the school network. This includes not opening or distributing infected 

files or programs and not opening files or programs of unknown or untrusted origin. 

If a user believes or suspects that a computer or mobile device he/she is using might 

be infected with a virus, the user must immediately alert IT. Users should never 

attempt to remove the virus themselves or download any programs to help remove 

the virus. 
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System security is protected through the use of passwords.  Failure to adequately 

protect or update passwords could result in unauthorized access to personal or school 

files.  To protect the integrity of the system, the following guidelines must be 

followed: 

 

1. Users may not reveal their passwords to another individual. 

2. Users may not to use a computer that has been logged in under another user’s 

name.  If a previous user has not logged off, the current user must 

immediately log out and then log back in under his/her own name and 

password. 

3. Users must create passwords that follow the school requirements for 

minimum characters and required letter/number combinations. 

4. Users must change their passwords every six (6) months or when prompted 

by the District. 

The District will regularly review the security of the system and mandate or 

recommend, at regular intervals and where a potential security threat is posed, that 

Users change their passwords. 

 

 

 20 U.S.C. 

 Sec. 6777 

 47 U.S.C. 

 Sec. 254 

 

Any Network Resources utilized by students and staff shall be equipped with 

Internet blocking/filtering software. 

 

 47 U.S.C. 

 Sec. 254 

 47 CFR 

 Sec. 54.520 

Internet safety measures shall effectively address the following: 

 

1. Control of access by minors to inappropriate matter on the Internet and World 

Wide Web. 

 

 2. Safety and security of minors when using electronic mail, chat rooms, and other 

forms of direct electronic communications. 

 

 3. Prevention of unauthorized online access by minors, including “hacking” and 

other unlawful activities. 

 

  

  

  

 4. Unauthorized disclosure, use, and dissemination of personal information 
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regarding minors. 

 

 5. Restriction of minors’ access to materials harmful to them. 

 

Users are expected to respect that the web filter is a safety precaution and should not 

try to circumvent it when browsing the Web. If a site is blocked and a user believes 

it should not be, the user should follow protocol to alert an IT staff member or 

submit a work order.  If a site is accessible that contains content that is permissible 

under this or another Board Policy, the user is required to immediately report it to 

the building principal. 

 

Because of the nature of the filter and blocking technology, as well as the technology 

that allows the internet to operate, the District cannot ensure that all access to 

explicit, inappropriate or unlawful materials will be completely blocked.  However, 

intentionally accessing such resources is inappropriate and will result in disciplinary 

action and/or denial of privileges. 

 

  

 Acknowledgement and Consent 

A copy of this policy and CIS Acknowledgement and Consent Form will be provided 

to all users, who must sign the school district’s CIS Acknowledgement and Consent 

Form.  Users must be capable and able to use the school district’s CIS systems and 

software relevant to the employee’s responsibilities.   

 

Non-Network Access By Students Prohibited 

All access to the internet by students while on school grounds or at school-sponsored 

functions/trips must be through the District’s network.  Student to the internet during 

school hours via 3G/4G-capable devices or other non-District connections is 

expressly prohibited.   

 

 

Student Training 

The District shall provide, at least once per school year, training to students 

regarding safety and the internet.  This training shall include information about this 

Policy as well as additional information regarding appropriate online behavior, 

including proper interactions with other individuals on social networking sites and in 

chat rooms.  The training shall also include information regarding cyberbullying and 

appropriate responses to cyberbullying. 

 

District Email Accounts 

The District provides users with email accounts for the purpose of school-related 

communication.  Use of District email accounts for personal, non-school-related 

Comment [EG6]: We strongly recommend this to 
be the policy of the District.  Spot-checking students 

on the internet by verifying, through CIPA-required 
logs that the student was or was not on the District’s 

network at the time he/she was engaging in an 
internet connection on a personally-owned device 

will allow the District to check for compliance with 

this provision.  This would, however, require 
individualized usernames and passwords for each 

user or another comparable method of identification 

of users (such as the registration and monitoring of a 
MAC address).   

Comment [EG7]: Note:  This section is required 
by the updated CIPA rules (effective July 1, 2012) 

and is necessary for the District to be eligible for E-
rate funding.  As such, annual trainings must be 

provided under the new rules. 
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purposes is prohibited.  The District reserves the right to revoke permission to use a 

District email account at any time for any reason. 

 

Users are expected to utilize email accounts in an appropriate manner and in a 

manner that is mindful of the personal and network security risks. Students may not 

send personal information to unknown individuals or individuals that they have met 

online.  Users should not attempt to open files or follow links from unknown or 

untrusted origins.  Users should use appropriate language.  Students are prohibited 

from communicating via email in a manner that violates the Code of Conduct, 

District policy or the rules/requirements of an individual teacher.   

 

Email usage may be monitored and archived.  Users are reminded that they have no 

expectation of privacy with regards to emails created/received on the District’s 

system.  For safety reasons, the District may periodically conduct searches of 

District email accounts.  The District has sole discretion to access, maintain and/or 

destroy emails sent and/or received from a District account as it deems 

necessary/appropriate. 

 

Board members may be issued District email accounts.  District monitoring and 

searches, as set forth in this Policy, shall not apply to these accounts.  Where the 

District has reason to suspect unlawful activity occurring through the use of a Board 

member’s email account, it shall be immediately reported to the Superintendent, who 

shall make a determination regarding what action is necessary, including potential 

referral to law enforcement.  Credible suspicions of unlawful activity by Board 

members shall always be referred to law enforcement.  The Superintendent shall 

contact the District Solicitor prior to taking any action regarding a Board member’s 

email account. 

 

Student Use of Social Media Prohibited 

Students are prohibited from using social media, as defined in this Policy, on the 

District’s network, during school hours and/or during school-sponsored activities 

unless they have been granted specific permission by a building administrator. 

 

Official District Use of Social Media 

Nothing in this Policy shall be construed to prohibit the ability of District 

administrators or officials to create official District-related social media sites and/or 

pages.  A District employee must receive express written consent from the 

Superintendent or designee prior to the development of such a site/page.  Where 

such a page pre-dates the adoption of this Policy, employees must immediately seek 

approval by the Superintendent or designee for any such site that has already been 

created.  Sites/pages that have not received such permission shall be deemed 

unauthorized and in violation of this Policy. 

 

Employees who have received written permission to create an official District-

Comment [EG8]: Review this section carefully 
and tailor it to the needs of the Districtl. 
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related social media site or page must provide the Director of Technology with a 

copy of the username and password required for authoring of the site/page and must 

update the Director of Technology immediately upon any change in such username 

and/or password.   The Superintendent or designee may revoke permission for any 

such site/page at any time. 

 

 

Unauthorized Access 

Unauthorized access, including hacking and logging into the network using another 

individual’s username and password, is strictly prohibited and will result in 

discipline and denial of privileges.  Such unauthorized access may also result in a 

referral to law enforcement and potential criminal charges. 

 

Disabling of Filters for Research Purposes 

Internet filters may be temporary disabled to enable a particular user unrestricted 

access to a website for legitimate research purposes.  In such instances, a building 

administrator must be present during the entire period of unrestricted research.   

 

Personal Student Information 

Users are prohibited from publishing on the internet or otherwise disseminating the 

personally identifiable information of students.  Students who publish to the internet 

personally identifiable information about other students on the school’s network, 

during the school day, on school grounds or during school-sponsored activities may 

be subject to discipline and/or loss of privileges.  District employees are required to 

comply with the Family Rights and Privacy Act (FERPA).   

 

Downloads 

Users are not permitted to download or attempt to download or run .exe programs 

over the school network or onto school resources without express permission from 

IT staff.  Students are not permitted to download any file types, including images, 

photos, video or audio files, without permission from a teacher or building 

administrator.  For the security of the District’s network, users should download 

such files only from reputable sites and only for educational purposes. 

 

 

Plagiarism 

Users may not plagiarize (or use as their own, without citing the original creator) 

content, including words or images, from the Internet. Users may not misrepresent 

themselves as an author or creator of something found online. Research conducted 

Comment [EG9]: Due to cyberbullying concerns 
and concerns of online socialization of students on a 

closed network not readily viewable by the District, 
most districts are prohibiting the use of social media 

by students, as set forth, here.  The District should 

consider whether such a restriction is appropriate 
and/or makes sense for the District. 
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via the Internet should be appropriately cited, giving credit to the original author. 

 

 

Cyberbullying 

Cyberbullying and online harassment is unacceptable behavior.  Cyberbullying and 

online harassment occurring on the District’s network, during the school day, on 

school grounds and/or at school events will not be tolerated.   Cyberbullying and 

online harassment can occur through email, texting, social media, etc.  It can occur 

in the form of direct harassment/bullying; threatening communications; falsely 

impersonating another individual online with the intent to harass, embarrass, or 

otherwise psychologically harm another individual; etc.   

 

Engaging in these behaviors, or any online activities intended to harm (physically or 

emotionally) another person, on the District’s network could result in severe 

disciplinary action and loss of privileges. In some cases, cyberbullying can be a 

crime.  Students should remember that their online activities on the District’s 

network and/or on District technology may be monitored and retained. 

 

 

Examples of Acceptable Use 

 

Users should: 

 Use the Internet, network resources, and online sites in a courteous and 

respectful manner.  

 Recognize that among the valuable content online, there is also content 

unverified, incorrect, or inappropriate. Users should use trusted sources when 

conducting research via the Internet. 

 Use school technologies for school-related activities. 

 Follow the same rules for respectful, responsible behavior online that that are 

expected for offline behavior. 

 Treat school resources carefully, and alert staff if there is any problem with 

their operation. 

 Encourage positive, constructive discussion if allowed to use communicative 

or collaborative technologies. 

 Alert a teacher or other staff member if of any threatening, inappropriate, or 

harmful content (images, messages, and posts) online. 

 Use school technologies at appropriate times, in approved places, for 
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educational pursuits. 

 Cite sources when using online sites and resources for research. 

 Recognize that use of school technologies is a privilege and treat it as such. 

 Be cautious to protect the safety of themselves and others. 

 Help to protect the security of school resources. 

 

Examples of Unacceptable Use 

 

Users may not: 

 Engage in illegal activity. 

 Engage in non-District-related for-profit activities on the District’s network. 

 Participate in online gaming or gambling. 

 Use school technologies in a way that could be personally or physically 

harmful. 

 Attempt to find inappropriate images or content. 

 Engage in cyberbullying, harassment, or disrespectful conduct toward others. 

 Use District email to send hate mail, make threats, make discriminatory 

remarks against peers or District employees, use offensive, inflammatory or 

inappropriate language. 

 Distribute, reproduce or otherwise use copyrighted materials without 

authority/permission. 

 Circumvent or attempt to circumvent the school’s safety measures and 

filtering tools. 

 Use District email or the District network to send spam or chain mail. 

 Plagiarize content found online.  

 Post or electronically communicate personally-identifying information, about 

themselves or others. 
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 Agree to meet in real life someone who the user met online and does not 

know in real life. 

 Use language online that would be unacceptable in the classroom. 

 Attempt to hack or access sites, servers, or content or otherwise improperly 

access the District’s network or any other network or website. 

 Access and/or disseminate obscene, sexually suggestive, sexually explicit, 

obscene or pornographic materials, including child pornography. 

 Intentionally use, retrieve or modify files, passwords and/or data belonging 

to other users. 

 Impersonate another user (fictional or otherwise) online. 

 Load or use unauthorized games, programs, files or other electronic media. 

 Disrupt the work/programs/work product of other users. 

 Destroy, modify, or access without authorization network hardware, software 

and/or files. 

 

This is not intended to be an exhaustive list. Users should use their own good 

judgment when using school technologies. 

 

Users should understand that information that is posted on a 3
rd

 party website is 

likely irretrievable and that electronic files and information can be spread very 

quickly to large numbers of people.  Users should not to post anything online that 

they would not want parents, teachers, peers, employers or future colleges or 

employers to see.  

 

 

 

  

  

 References: 

 

School Code – 24 P.S. Sec. 510, 1303.1-A 

 

PA Crimes Code – 18 Pa. C.S.A. Sec. 5903, 6312 

 

Child Internet Protection Act – 24 P.S. Sec. 4601 et seq. 
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U.S. Copyright Law – 17 U.S.C. Sec. 101 et seq. 

 

Sexual Exploitation and Other Abuse of Children – 18 U.S.C. Sec. 2256 

 

Enhancing Education Through Technology Act – 20 U.S.C. Sec. 6777 

 

Internet Safety, Children’s Internet Protection Act – 47 U.S.C. Sec. 254 

 

Children’s Internet Protection Act Certifications, Title 47, Code of Federal 

 Regulations – 47 CFR Sec. 54.520 

 

Board Policy – 103, 103.1, 104, 218, 218.2, 220, 233, 237, 248, 249, 348, 814 
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NEW HOPE - 
SOLEBURY 
SCHOOL DISTRICT 
 

No. 237 
 
 
SECTION: OPERATIONS 
 
TITLE: USE OF PERSONALLY-OWNED 

ELECTRONIC DEVICES 
 
ADOPTED:  
 
REVISED:  
 

  
 
 
1. Purpose 

 

237.  USE OF PERSONALLY-OWNED ELECTRONIC DEVICES 
 

INSERT STATEMENT OF PURPOSE HERE. 
 

 
 
2.  Delegation of 
Responsibility 
 
 
 
 
 
 
 
3.  Definition 
 
 
 
 
 
4.  Guidelines 
P.L. 106-554 
      Sec. 1711, 1721 
 
 
 
 
 
 
 
 
 
 
 
 

 
The Superintendent or designee shall be responsible for determing what types of 
personally-owned electronic devices are permissible for use in the schools and to 
what extent.  The Superintendent or designee will create guidelines for the use of 
personally-owned devices within the District.  The Superintendent or designee will 
work with the building principals at each level to determine what types of 
personally-owned devices are appropriate and beneficial for use at each level and 
where they can be appropriately included in the educational program.  
 
Electronic Devices shall include any personal communication device including mobile 
telephones and smartphones; any device that can capture still images or movies; any device 
that can record, store, display, transmit, or receive audio or video; personal digital assistants 
(PDA’s); any device that can provide a connection to the internet (whether wireless, wired, 
3G or 4G); laptops and tablet computers, electronic gaming systems, pagers, e-readers, and 
laser pointers. 
 
The Superintendent or designee shall create a list of approved devices as well as 
guidelines detailing appropriate/permissible use for each.  Such approved devices 
may differ depending upon the ages and grade-levels of the students and may be 
different from building to building. 
 
Any personally-owned electronic device not expressly approved for use by the 
guidelines and/or permitted via this Policy shall be specifically prohibited.   
 
Permission to Use/Carry Device 
All student-owned devices must remain at home or in a student’s locker unless the 
student has written permission from the building principal to possess and use a 
particular device.  Where specific, written permission has been granted, the student 
may only use the device in strict accordance with that permission.  Any use or 

Comment [EG1]: This section has been 
left to the District to create.  We do point out, 
however, that this Policy applies to currently-
used devices, such as graphing and scientific 
calculators, as well as newer, more optional 
devices, such as eReaders and iPads.  The 
Statement of Purpose should consider this in 
its discussion of personally-owned devices. 
 
The Consortium’s policy statement may be 
considered as a sample, however, the District 
must ensure that this section directly comports 
with the District’s own vision, purpose and 
plan.  (We note that the Consortium’s policy 
appears to emphasize the distractions of 
technology over the positive benefits of it in 
the classroom.  While that may be true, 
emphasizing the distractions that can be caused 
by technology may somewhat undermine the 
District’s intent to integrate personally-owned 
technologies into the classroom. 

Comment [EG2]: The Consortium’s 
model policy expressly sets forth different 
permissible uses for different devices among 
elementary, middle and high-school levels.  
We recommend that this be specifically 
reserved for Administrative Regulations, so 
that they may be more freely modified by the 
District administration as the need arises.  
Because this is a new initiative, such 
administrative flexibility is recommended, and 
it will prevent the Board from needing to 
modify its policy every time there is an 
administrative need to make changes to the 
rules regarding any specific building. 

Comment [EG3]: This can read “powered-
off and out-of-sight,” depending upon the 
District’s preference.   
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possession of the device outside of the scope of the explicit written permission will 
be deemed to be in violation of this Policy.  Written permission shall not be required 
for calculators, graphing calculators and/or scientific calculators, where their use is 
required for or permissible in a particular class.  Written permission shall not be 
required for technology devices expressly required/permitted in a Section 504 Plan 
or IEP.  Use of such a device, however, is limited to the scope and purposes 
specifically provided under the IEP. 
 
Revocation of Consent 
The District may revoke consent for a student to use a personally-owned device at 
any time for violation of this or any other District Policy, misuse or misconduct 
involving the device, and/or violation of the District’s Code of Conduct. 
 
Limitations by Teachers 
Individual classroom teachers may limit, restrict or prohibit the use of personally-
owned technology in their classrooms, even if the student has written permission 
from the building principal.  Such prohibitions, however, are required to be general 
and not targeted toward one particular student.  If a teacher feels that a particular 
student should not be granted permission to use a particular device, the teacher must 
notify the building principal, who may revoke the written permission for use of the 
device or modify such permision as to prohibit use within that teacher’s classroom. 
 
3G/4G/Non-District Networks 
Personally-owned electronic devices are not permitted to be connected to a 3G/4G or 
non-District network at any time during the school day, on school-sponsored trips, 
on school grounds or at school-sponsored activities.  Students must receive specific, 
written permission from the building principal to access the District’s network 
through a particular device.  If such permission is granted, it is limited specifically to 
the times/areas specified in the written permission.   
 
Theft/Breakage/Loss/Damage 
The District is not responsible for theft, breakage, loss or any damage to any 
personally-owned device, regardless of whether permission has been granted for its 
use.  Students are cautioned that keeping a device in a locker, even if locked, poses a 
risk of damage or theft for which the District shall not be responsible.   
All District, building and classroom rules regarding the nature and content of 
materials that may be brought to class apply to all content on the device, not just the 
application, data or other electronic media being accessed by the student.   
 

Comment [EG4]: Note:  The District 
should carefully consider to what extent it 
wishes to prohibit the 3G/4G/non-network use 
of these devices.  To the extent that it wishes to 
provide some access to these types of 
connections at some times, it must clearly 
specify that here and modify other applicable 
policies (815, in particular) accordingly.  
However, we recommend a general, broad 
prohibition that requires written permission for 
deviation, as is included here.   
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      SC 1317.1 

Inappropriate/Unlawful Materials 
If a teacher, administrator or other District employee has reason to suspect that a 
personally-owned device contains inappropriate material, permission to use the 
device may be revoked immediately.  If a teacher or other employee suspects 
inappropriate content on a personally-owned device, such teacher is required to 
immediately report it to the building principal.  The teacher may prohibit the student 
from using the device pending the building principal’s review. 
 
If a student is found to be in possession of inappropriate materials on a personally-
owned device on school grounds, during the school day, at school-sponsored 
activities or on school-sponsored trips, the student will be subject to discipline,  and 
may suffer loss of network and personally-owned-device-use privileges.  Where the 
device contains illegal materials, the District may and shall report the student to the 
appropriate law enforcement officials. 
 
Improper Use and Confiscation 
If a student is in violation of this or other District Policy, the District’s Code of 
Conduct, or is engaged in misuse/misconduct involving the device, such conduct 
may result in loss of privileges.  In most cases, the student will be asked to put the 
device away and will be directed not to bring the device to school in the future or to 
leave the device in his/her locker.  In some instances, the District may confiscate a 
device, where the device may contain evidence of a violation of law or a violation of 
the Code of Conduct or Policy that may result in a suspension or expulsion.  Where 
personally-owned devices have been confiscated, the District will promptly contact 
the student’s parents, who will be directed to pick up the device from the school 
office.   
 
If a student’s device is confiscated by District officials for violation of law, school 
rules or this policy, the Parent shall be notified.  The Parent will be required to pick 
the device up from the main office of the student’s building.  The District will keep 
the device in a secure location in the main office but shall bear no responsibility for 
the safekeeping and/or condition of the device pending parent retrieval.  The District 
shall not be responsible for any damage, loss or theft of the device at any time, 
including the period between confiscation and parent retrieval. 
 
Searches 
Devices may be searched by a building administrator where the administrator has a 
reasonable suspicion that the device contains evidence of violation of District policy, 
the Code of Conduct or state or federal law.  Where a device contains or may contain 
such evidence, the District may retain the device in its possession pending a 
disciplinary hearing/proceeding. 
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Laser/Pager Prohibition 
The Board prohibits the possession of laser pointers and telephone paging 
device/beeper by any student in district buildings and on district property, including 
on district buses and vehicles; and at activities, sponsored, supervised, or sanctioned 
by the District.  A school administrator may grant an exception to this specific 
prohibition when a student is a member of a volunteer ambulance, fire, or rescue 
squad or where the student has a medical condition that necessitates the use of a 
paging device/beeper.    
 
 

 Usage/Data Charges 
No Student shall be required to provide a personal electronic device as a condition of 
receiving educational  instruction.  If any Student chooses to utilize such a device pursuant 
to this policy, the Student and Parents assume full responsibility for any phone or data 
charges that may result from such use.   
 
Limitation on Technical Support 
District information technology staff may not provide technical assistance to Students for 
their personal devices.  However, this policy shall not prohibit district information 
technology staff from providing general instructions for the configuration of such devices to 
access or connect to District-owned technology resources.  
 

 
 

 
 

 




